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MULTILAYERED PROTECTION ON ENDPOINT
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Modus Operandi Common ransomware infection (Trojan-Ransom.Win32.Scatter)

Doubleclick the image to view the message ate tool to encrypt files
Le



META-LAYER - LAYERS SYNERGY

Doc file with script inside arrived in email —
channel is analyzed

Legitimate file (GnuPG) downloaded —
reputation and digital signature analyzed

Connecting to C&C —
domain reputation is analyzed

The script and doc were never met before —
files reputation is analyzed

Script is obfuscated —
ML-models say script is not bad, but not normal

Deleting backup copies —
not usual but still legitimate
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FULL-SCALE DETECTION

« Afile was detected on execution stage in certain circumstances
* Cloud detection (Kaspersky Security Network)
« Accurate detection in bases
« Emulator-based algorithmic procedure
« ML models in bases
« Cloud ML-detection
« Behavioral model



Multilayered Machine Learning
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Kaspersky Multilayered Machine Learning

IN CLOUD ON CLIENT
ML [ Expert
» Astraea _ » Decision tree ensemble % Behavioral
Expert system for metadata aggregation Built by gradient boosting technique by emulation logs
» ML Cloud requests w/o a model on client ML » Locality-Sensitive Hashing 2> Cure and detection

Built by orthogonal projection learning routines

k Content is generated automatically by machine-learning
techniques

- —— Content is generated by experts

-— Suspicious files’ metadata from millions of endpoints
collected and processed
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Machine Learning: principles

Training phase

Benign
executables

Malicious
executables

Protection phase
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Kaspersky Multilayered Machine Learning

IN CLOUD ON CLIENT
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» ML Cloud requests w/o a model on client

Built by orthogonal projection learning routines

k Content is generated automatically by machine-learning
techniques

- —— Content is generated by experts

-— Suspicious files’ metadata from millions of endpoints
collected and processed
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Machine Learning: decision tree ensemble

file_size > 1Mb

@ n_sections > 10 entropy > 0.8
- —
Unknown /\ /\

Feature extraction
executab (executable
le structure, content

statistics, etc.) :

Multiple decision trees
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Kaspersky Multilayered Machine Learning
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» ML Cloud requests w/o a model on client

Built by orthogonal projection learning routines

k Content is generated automatically by machine-learning
techniques

- —— Content is generated by experts

-— Suspicious files’ metadata from millions of endpoints
collected and processed
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Machine Learning: locality sensitive hashing

Very similar files Similar files Non-similar files
1

Cryptographic
hash (hash
values)

Very similar files Similar files Non-similar files
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Kaspersky Multilayered Machine Learning
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Built by orthogonal projection learning routines

k Content is generated automatically by machine-learning
techniques

- —— Content is generated by experts

-— Suspicious files’ metadata from millions of endpoints
collected and processed
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Machine Learning: behavior model pipeline
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Behavioral Model in Action

 The Model is fed by process activity
* When the Model has reached an optimum
level, it starts detecting

 Actions are rolled back
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Fileless attacks
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Typical Fileless Malware (RickyBobby APT from WikiLeaks Vault7)

Powersnell L
2 | I%—

Victim has a task in Windows Scheduler
Every 4 hours PowerShell script is executed by OS
Script extracts DLL and loads it directly to memory

Our product
» Analyzes PowerShell script behavior
* Notices executable being [System.Reflection.Assembly]::Loaded
* Notices origin of such activity
 Protects the user

21



Kaspersky Endpoint Secl

ADVANCED ML-BASED PRE-EXECUTION THREAT
PREVENTION
HELPS TO PROTECT FROM FUTURE THREATS

EVEN BEFORE OBJECT WAS EXECUTED

Web
Control
HEURISTIC AND EMULATION SUSPICIOUS BEHAVIOR PREVENTION
ENGINES BASED ON DEEP LEARNING
EFFECTIVE PROTECTION FROM RANSOMWARE
Patch AND SCRIPT-BASED ATTACKS
Mgmt.
FILELESS-ATTACKS AND EXPLOITS Moblle INTEGRATED ENDPOINT DETECTION
PREVENTION Control Security AND RESPONSE AGENT

POWERFUL TOOLS TO DETECT SOPHISTICATED
THREATS AND IMMEDIATELY RESPOND

AUTOMATED REMEDIATION ENGINE
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ADVANCED CYBERSECURITY TECHNOLOGIES

Next Generation technologies and Multi-Layered approach form the foundation of our high-
profile solution to protect consumer and business from any type of cyber attacks

www.kaspersky.com/TechnoWiki

Machine Learning in Cybersecurity Kaspersky Anti Targeted Attack Platform
(KATA)

Behavior Based Protection Automatic Exploit Prevention (AEP)

Fileless Threat Protection Ransomware Protection

Multi-layered Approach to Security Big data - The Astraea Technology

Anti-Rootkit And Remediation Technology Kaspersky Security Network (KSN)

Emulator Sandbox

2 Online banking - the Safe Money technology



http://www.kaspersky.com/TechnoWiki
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